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As part of our audit of the State of Louisiana's financial statements for the year ended June 30,
2002, we considered the Department of Public Safety and Corrections, Public Safety Services
internal control over financial reporting; we examined evidence supporting certain accounts and
balances material to the State of Louisiana’s financial statements; and we tested the
department’s compliance with laws and regulations that could have a direct and material effect
on the State of Louisiana’s financial statements as required by Government Auditing Standards.

The Annual Fiscal Report of the Department of Public Safety and Corrections, Public Safety
Services is not audited or reviewed by us, and, accordingly, we do not express an opinion on
that report.  The department's accounts are an integral part of the State of Louisiana financial
statements, upon which the Louisiana Legislative Auditor expresses an opinion.

In our prior management letter on the Department of Public Safety and Corrections, Public
Safety Services, for the year ended June 30, 2001, we reported findings relating to ineffective
internal audit function, inaccurate performance progress reports, and missing funds.  The
findings on missing funds and inaccurate performance progress reports have been resolved by
management.  The finding related to ineffective internal audit function is addressed again in this
report.

Based on the application of the procedures referred to previously, all significant findings are
included in this report for management’s consideration.  All findings included in this
management letter that are required to be reported by Government Auditing Standards will also
be included in the State of Louisiana’s Single Audit Report for the year ended June 30, 2002.

Ineffective Internal Audit Function

For the second consecutive year, the Audit Services Section of the Department of Public
Safety and Corrections, Public Safety Services did not conduct a sufficient number of
audits to be considered an effective internal audit function.  The internal audit function
should provide management with assurances that assets of the department are properly
safeguarded, internal controls are established and operating in accordance with
applicable laws and regulations, and procedures are sufficient to prevent or detect
errors and/or fraud in a timely manner.  Although the Audit Services Section did conduct
audits within the Office of Motor Vehicles, it did not conduct any audits on the other ten
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budget units of the department.  Considering the department’s reported assets
($43,562,745) and the revenue it collects ($1,164,469,399), an effective internal audit
function is needed to ensure that the department’s assets are safeguarded and that
management’s policies and procedures are uniformly applied.

The department should take the necessary steps to ensure that the Audit Services
Section conducts a sufficient number of audits by either reallocating or increasing
available internal audit resources or by pursuing other alternatives to accomplish this
objective.  Management concurred with the finding and recommendation and outlined a
plan of corrective action (see Appendix A, page 1).

Lack of Verification of Time and Attendance

The Department of Public Safety and Corrections, Public Safety Services did not
adequately ensure that all time and attendance data entered into the Payroll/Personnel
system (“ISIS/HR”) was independently verified and that time sheets were approved in a
timely manner.  Good internal controls include timely approvals of time and attendance
records and an adequate review of transactions to ensure that data are accurate and
reliable and to ensure that errors and/or fraud are detected in a timely manner.  In
addition, the department’s policies and procedures state that the certifying official is
responsible for ensuring that all employees’ time and attendance records have been
verified.

Our tests revealed that six out of eight (75%) agencies tested within the department did
not follow the established procedures to perform an independent verification of the time
and attendance input into the ISIS/HR system.  In addition, as of March 2002, the
certifying official of one of the agencies had not approved time sheets of six payroll
periods ranging from September 16, 2001, to January 6, 2002.

These conditions exist because management has not placed sufficient emphasis on
following established policies and procedures.  Failure to independently verify the time
and attendance entries and approve time sheets timely increases the risk that
inaccurate, unsupported, or fraudulent payroll data could be entered and processed
without timely detection.

The department should ensure that employees follow established policies and
procedures to independently verify time and attendance records for accuracy and to
approve time sheets timely.  Management concurred with the finding and
recommendations and outlined a plan of corrective action (see Appendix A, pages 2-3).
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Lack of Written Disaster Recovery Plan

The Department of Public Safety and Corrections, Public Safety Services does not have
a written disaster recovery/contingency plan, to include provisions for an offsite disaster
recovery facility, for its data processing operations.  To provide for the timely restoration
of critical department operations in the event that normal data processing facilities are
unavailable for an extended period of time, good internal control requires that the
department obtain access to an offsite disaster recovery facility and develop a written
disaster recovery/contingency plan.  In addition, the department should periodically test
and update the plan to ensure it continues to meet its needs.

The department did not allocate current funds to be used to obtain access to an offsite
disaster recovery facility.  The department did include a request in its budget request for
fiscal year 2001-2002 for additional funding to be used to contract with a private
company that provides offsite disaster recovery facilities; however, the funds were not
appropriated by the legislature.  Without provisions for an offsite disaster recovery
facility, the department is unable to prepare a written disaster recovery/contingency
plan.

The department should allocate current funds or request additional funds be appro-
priated to contract for an offsite disaster recovery facility.  Once access to an offsite
facility is obtained, the department should prepare a written disaster recovery/
contingency plan.  After establishing the plan, the department should test the plan
periodically and update it as necessary.  Management concurred with the finding and
recommendations and outlined a plan of corrective action (see Appendix A, page 4).

Theft of Funds

The Department of Public Safety and Corrections, Public Safety Services had $5,409 of
cash receipts that were stolen from its Office of Motor Vehicles Office in Bossier City.
The theft occurred because the office in Bossier City was not adhering to established
internal controls to safeguard funds received by this office.

Louisiana Revised Statute 14:67 defines theft as the misappropriation or taking of
anything of value which belongs to another, either without the consent of the other to the
misappropriation or taking, or by means of fraudulent conduct, practices, or
representations.
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The employee who allegedly stole the funds has been terminated and was arrested by
the Bossier Parish Sheriff’s Office.  In addition, the department was able to recoup the
full amount of stolen funds from the employee.

The Department of Public Safety and Corrections, Public Safety Services should ensure
that the Office of Motor Vehicles Office in Bossier City is adhering to the established
internal controls to safeguard receipts.  Management concurred with the finding and
recommendation and outlined a plan of corrective action (see Appendix A, page 5).

The recommendations in this letter represent, in our judgment, those most likely to bring about
beneficial improvements to the operations of the department.  The varying nature of the
recommendations, their implementation costs, and their potential impact on the operations of
the department should be considered in reaching decisions on courses of action.  Findings
relating to the department’s compliance with applicable laws and regulations should be
addressed immediately by management.

This report is intended for the information and use of the department and its management and
is not intended to be, and should not be, used by anyone other than these specified parties.
Under Louisiana Revised Statute 24:513, this letter is a public document, and it has been
distributed to appropriate public officials.

Respectfully submitted,

Daniel G. Kyle, CPA, CFE
Legislative Auditor
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Management’s Corrective Action
Plans and Responses to the

Findings and Recommendations












